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B Ka3aHu ocyamnam My>X4uHy, CoOBepLUMBLLErO pa3boiiHoe HanaaeHne Ha 6aHK

Pa3boiHOe HanafeHue Ha Kaccupa AOMOJHUTENbHOro OTAENIeHUs o4HOro U3 6aHKoB,
pacnono)eHHoro Ha ynuue N'ybknHa, npomnsowno 3 ceHTabpa 2016 roga B 8.45 yTpa.
My>X4YuHa nogxmaan coTpynHuly 6aHka psaoM Co BXOLOM B O(PUC M KaK TOJIbKO XEeHLLMHa
OTKpblJla ABEpPb, BOPBAICS BHYTPb. Yrpoxas KacCupy HOXXOM, OH noTpeboBan OTKPbITb Cend,
3abpan B 06LLEN CNOXKHOCTY 0OKOJI0 2 MUIZIMOHOB pybien 1 CKpbINCS.

HaneTynkom oka3zancsa 39-neTHun AnekcaHap KonucTtpaToB, paHee CyAMMbIA 3a
YMbILWIEHHOE NPUYMHEHUEe Bpefa 3[40P0Bbi0 U yrpo3y yOMNCTBOM, XUTEeNb Ka3aHCKOro
nocenka Oepbbiku.

Mepen cyaoM npeactaHeT netepbypxeu, oOBMHAEMbIW B CepuM HanapeHUM Ha
ocucel 6aHKoB

3aBepleHo paccaefoBaHMe YroJoBHOro Aefla B OTHOWEHWW rpaKAaHWHa, KOTOpPbI
coBepwmnn 4 pasbos n 2 rpabexa B oucax 6aHkos B MNeTepbypre n JleHobnacTn Ha cymmy
6onee 2,5 mnnnnoHos pybnein. B xoae cneacTBns yCTAHOBJIEHO, YTO B MEpMoA C OKTA6psa
2015 roga no gespanb 2016 roga oH, UCMONb3YA HOX, MPOHUKAN B OOMNOJIHUTENbHbIE
oucbl 6aHKOB M OTKPbLITO MOXULWAN AeHexHble cpencTBa. ObbekTamMnm HanageHun
3/10yMbILIEHHUKA CTann oUChl, KOTOPbIE pacnonaraloTCs Kak B YepTe ropofa, Tak U B
JlIeHUHrpagckom obnacTm.

Yuwepb oT ero npoTMBONPaBHbLIX AesAHUA cocTasua bonee 2,5 MunanoHos pybnen.

B MNeTepbypre orpabneH "Pocrocctpax 6aHK"

[Boe rpabutenen nobbiBanu B ohuce "Pocrocctpax baHka", pacnonoxeHHoMm B gome N65 Ha
npocnekTe JHrenbca, n noxutuam 20 Toicay pybnen.

YCTaHOBNIEHO, 4TO 0K0J10 16:20 B noMewleHne baHKa BOLWWIN ABOE 3/10YMbILLJIEHHNKOB B
MacKax. Yrpoxasa 27-neTHen COTpPyAHULE NUCTONETOM, OHM nobyamnum ee OTKPLITh
KacCOoBbIN annapaT, OTKyAa W3BNEeKSIN BbIPYyYKY M CKPbIJIUCh.

Hapsg oxpaHbl npubbin B opuc vyepes 40 MmuHyT. NMomeweHne "Pocrocctpax baHka"
obopyLoBaHO BuAeoHabaoAeHnEM, 3anncK ¢ Kamep n3bsaThbl. Bo3by)XxaeHo yronosHoe geno.

B KasaHu cyaaT busHecMeHa, rpabuBwiero 6aHku B obpase 3acsy>keHHOro apTucra
P® Ctaca Muxamnnosa

B aOMMHUCTpPaTUBHOM uLeHTpe TaTapCTaHa Ha4vancsa cynebHbin npouecc rno yrosioBHOMY
neny o cepumn orpabnexHmin 6aHkoB. K 3TUM npecTynieHnam oKasancs npuyacteH busHecmeH
AnekcaHap KanucTtpaTos. YTobbl coTpyaHMUbl 6aHKOB Obln CroBOpYMBEE, 3/10YMbILLIIEHHNK
rpyMmnpoBancs non n3secTHoro non-nesua Craca Muxannosa, KOToOpbIA OblN 4OBEPEHHBIM



nnuom Bnagmumupa MyTurHa.
CyMMapHbIn yulepb oT aencTeui rpabutens bbia oLeHEH B TPU MUSIMOHA pybnen.

Xakepbl noxutunu 6onee 100 MmnH pybnen y poccunckoro baHka

ATake nopnBeprcs unnan pernoHanbHoro 6aHka (Ha3BaHWe (UHYYpeXx[eHus B
coobueHnsax CMW He packpbiBaeTcs), CO CHETOB KOTOPOro KnbepnpecTynHUKN BbIBENN BCE
cpencrtea. Mo O4HOM M3 BepCuMMW CAEACTBUA, 3/0YMbIWAEHHUKN B3J0Manu
aBTOMaTU3MPOBaHHYO BaHKOBCKY0 cnuctemy (ABC), ncnonb30BaBLLYOCA AAaHHBIM BaHKOM.
Pa3paboT4MKOM yKa3aHHOW CMCTEMbI ABNAETCA KOMNaHUA «AnacodT». Kak nogcHU oguH 13
MCTOYHUKOB, MO BCEA BUAMMOCTU, XaKepbl NOYyYUN OOCTYN K BHYTPEeHHen ceTn baHKa u
B3sioManu ABC. B pesynbTaTe nnatex n3 AbC Ha KpyrnHy CyMMY Bbilles € MOAMEHEHHbIM
afpecoMm. Ecnn pgaHHbIA pakT NOATBEPAUTCH, MHUMAEHT CTaHET MepBbIM CJiyvyaem
ycnewHoro B3sioMa ABC € xuweHneM KpyrnHOW CyMMbl [eHer.

B KpacHopape 3apmep)XaH HaneT4yuk, TpeboBaBwun 6 MaAH pybnen B ocuce
CbepbaHka

CoobLieHne B geXXypHY 4acTb YnpasneHus MBI no KpacHogapy o pa36onHoOM HanaaeHun
NOCTYNWNO OT pykoBoauTens oTaeneHnsd baHka. Ha mecTo npoucwectBus 6biam
HarnpaB/ieHbl Y4aCTKOBbIE YNONHOMOYEHHbIE MOJNLMN, HAXOANBLUMECA B HEMOCPEACTBEHHOM
6nn3octn oT baHka. Noao3peBaeMbli OKasaa CONPOTUBIIEHUE, OOHAKO Obln 3a4epxaH u
LOCTaBneH B oThaen noavuun. Mpu NpoBeAeHUN JMYHOTO LOCMOTPa 3ahepXXaHHOoro
MNpaBoOOXPaHUTENN OBHAPYXWAN U U3BAIN CUTHAJIbHBIA MNUCTONIET U 3NEKTPOLLOKEP.

B xone panbHenwero pasbupatenbCTBa YCTAaHOBIEHO, YTO 3aJepXXaHHbIN Bowen B
nomeuweHne baHka nod BUAOM 06bIMHOTrO KAMeHTa U obpaTuacs K MeHepXxepy LS
ohopMaeHunsa Kkpeaguta. Ha npocbby cneuymanncta npeabasuTb NacnopT MyXYMHa OTBETUN
0TKa30M, Nnocsie Yero A0CTan CUrHalbHbI NUCTONET 1 3annucky ¢ TpeboBaHMEM BbiAaTb eMy
KpYnHyto cymMMy aeHer. Oduc-meHemxepy yaanocb HesameTHO oTnpaBuTb CMC-coobuieHne
0 MPOUCXOAALLEM CBOEMY PYKOBOAUTENIO.

Cantbl 6aHka BTB cTanu xepTtBamu Kubepataku

B noHepenbHUK, 5 nekabps, cantol rpynnel BTb nogseprance DDoS-aTake. MHUMAEHT
HUKaK He NoBAusAN Ha paboTy IT-nHDPacTpyKTypbl ee BaHKOB, U KNNEHTbl HEe UCMbITbIBAIM
HUKAKNX 3aTpyLHEHUN.

Ewe 2 nekabps ®epepanbHasa cnyxba besonacHocTn PO npenynpefnso 0 BO3MOXHbIX
KnbepaTakax Ha pOCCUNCKNE KPeAUTHbIE OpraHn3aummn, 3aniaHnpoBaHHbIX Ha 5 gekabps.
Kak coobwanocb Ha cante ®Chb, aTaky OOJIXKHbl OblIM OCYLLECTBAATHCA C CEPBEPOB
YKPanHCKOWN XOCTUHIroBoM KoMnaHuu BlazingFast, pacnonoxeHHbix B HugepnaHgax.

B AmMypckoi 061acTy BbIHECEH MPUrOBOP B OTHOLUEHMN MECTHOM0 XUTENS 3@ KpaXky OKOJI0
7,9 munnunoHoBs pybnen n3 baHkomaTa

Mpurosopom bnaroBeLLeHCKOro ropoackoro cyaa AMypckonm obnactu ocyxaeH 41-neTHui



XUTenb 061acTHOro LieHTpa. YCTaHOBNEHO, YTO AaHHbIN FPaXKAaHUH, ABAASACL COTPYAHUKOM
oTAesla UHKaccauum ogHoro u3 6aHkos 1, obnagas nHpopMaumen o 3arpyskax geHexHbIMu
cpencTBaMm HaHKOMATOB M KOLAX OXPaHHO-MOXAaPHOW CUrHanu3auum n cendoson asepu,
peLwnna NoxXmTuTb U3 6aHKoOMaTa AeHeXHble CpeacTBa.

B koHue HosAbps 2015 roga OH, CKpbiBasg CBOE NULO HAaLeTOW Ha FoN0BY KEMNKOW U
KanoLwWoHOM KYPTKW, 3alleN B NaBUAbOH CaMo0BCyXUBaHMSA, PACNONOXEHHbIA Mo y. 50
net OkTsa6psa ropona bnaroselleHcK, 3ab610KMpoBan BXOAHYO ABEPb B NaBWJIbOH U3HYTPU,
3akJiens 06beKTUBbI BUOEOPErucTpaTopoB, 3aTeM OTKIKYUA OXPaHHO-MOXXAPHYIO
CUTNM3aLmnlo, OTKPbI BHEWHWW ABepuy HaHkomaTa u nytem nopbopa kiw4ven C
0 HOBpPEeMeHHbIM HabopoM crneumanbHOro Kofa BCKpbI cend 6baHKomaTa, [JU3 KOTOPOro
MOXUTWU KacCeTbl C eHEXHbIMU CpeicTBaMU B CYMMe OK0J10 7,9 MUANnMoHoB pybnen.

CyZ Ha3Ha4yun aMmypyaHWHY HakasaHue B Buae 4 net nuweHuns ceoboflbl ¢ 0TObIBaHNEM B
MCNpaBUTESIbHON KOJOHUM 00Lero pexuma. Kpome T0ro, cyf, B3biCKaJl C HEro B Nojb3y
6aHKa npnyrHeHHbI yuwepb B cymme 7 889 300 pybnewn.

Monuueinckummn balwkopTocTaHa packpbiTo pa3boHoe HanaaeHne Ha ocguc 6aHka

B nexypHyto 4acTtb OTtgena MBL Poccum no r. OkTabpbckomy noctynuao coobuieHne o
HanaZeHun Ha uanan o4HOro U3 PUHaAHCOBLIN yyYpexaeHnn ropoga. o cnosam Kaccupa,
MYyX4YMHa B Macke C nuctonetom notpeboBan AeHbrW, HO yBuAeB, 4To cpaboTana
TPEeBOXHas CUrHaM3aLmsa, CKPbIICS.

B xoae npoBefeHNs ONepaTMBHO-PO3bICKHbIX MEPONPUATUIA COTPYAHUKAMUN NOANLAN Bbln
YCTaHOBJIEHbI CBUAETENN, 3aMOMHMBLUME MAPKY U (hparMeHT HOMEPHOro 3HakKa aBTOMaLUNHbI,
Ha KOTOPOMW MNpPennoNoOXUTEeNbHO CKPbINCSA HanafaBWwWi, a 3aTeM W 3ajepxaH
nogo3peBaeMbll B COBepLUEHUN npecTyrnseHns. M okasancsa 39-neTHUn Xutesb 04HOro 13
cocefHuX pernoHoB. OH 3aKJl04YeH Mo CTPaxy.

(Mo MaTepmanaM areHTCTB U MHTEPHET-UCTOYHUKOB: NHTeptakc, KommepcaHT, AreHTCTBO
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